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IoT 
IoT is not new. It is simply the evolution of electronics hardware and software that has been 

with us for more than 50 years and is the integration of sensors, wireless and wired 

connectivity and of course, the internet. Linking with big data analytics, cloud services and 

advances in computing power, IoT creates a “neural network”. The advances in system on chip 

designs, miniaturisation of electronics, growing capability of microprocessors and memory 

devices and the reduction in power consumption have all contributed to the evolution of 

electronics. Add in the imagination of people, entrepreneurs, and big corporates alike to find 

more and more applications, many of which have not been thought of yet. Others have, and 

have revolutionised industries, customer experience and efficiencies.  

 

Industrial energy applications 

Utilities are a huge growth area for IoT technologies. These technologies are needed to 

stabilise the grid, integrate renewable resources, and respond to changes in demand as well 

as for predictive maintenance and operational optimisation.  

 

Figure 3-1 Worldwide IoT market forecast 2020 (Billion US$) 
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Connectivity 

Metcalfe’s Law states that the effect and value of the telecommunications network is 

proportional to the square of the number of connected users. With the Internet of Things 

comes a reliance on connectivity of physical objects around us, making connectivity of all kinds 

the most t essential part of the IoT ecosystem. There is mind boggling range of protocols, but 

some of the most common include: - 

Wired Connectivity 

• Ethernet 
• I/O Link 
• Power line communication 
• USB 

Wireless Connectivity 

• Bluetooth low energy 
• GNSS/GPS 
• ISM radio SubGHz 
• LoRA 
• LTE: Cat M1 and NBIot 
• NFC/RFID 
• SigFox 
• WM-BUS 

 
LTE-M 
 
LTE-M is the abbreviation for LTE Cat-M1 or Long-Term Evolution (4G), category M1. It is a 

technology for Internet of Things devices to connect directly to a 4G network, without a 

gateway and on batteries. It is a low power wide area technology which supports IoT through 

lower device complexity and provides extended coverage, while allowing the reuse of the LTE 

installed base.  This allows for long battery lifetimes of 10 years or more for a wide range of 

use cases. LTE-M networks are supported by all major mobile equipment, chipset and module 

manufacturers. Chris Pearson of 5G Americas (2018) stated “LTE is forecast to have 4.7 billion 
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connections by 2021 with the expectation that LTE and 5G will be tightly integrated and co-

existing through at least the late 2020’s”.  

All IoT products must have some form of connectivity, requiring the integration of a sesnor 

board PCB assembly. 

 

Security 

Security in IoT is not only about software, but also firmware and device architecture to mitigate 

against hacking, energy surges and electromagnetic interference. Modules using specific 

chipsets aimed at providing the best gateway security are becoming an essential feature to all 

IoT products, enhancing authentication, secure boot, secure firmware, secure RF transactions, 

data protection, code and execution protection and secure communication. Many different 

approaches are making use of machine learning, statistical physics and advanced data 

analytics.  

Sensing 

IoT relies on information provided through sensing. For example, smart traffic control in smart 

cities needs sensory inputs provide data for monitoring of traffic flows, the number of vehicles 

on the road, the direction and speed of travel and accidents/incidents effecting the flow of 

traffic. Other requirements will be for air quality and emissions creating the possibility to slow 

Figure 3-2 Example integrated IoT solutions 
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traffic, re-direct traffic or reduce the flow in air quality hot spots. The information is 

transmitted from the sensors to cloud computing for big data analytics, producing the dynamic 

interventions required. 

The basic technology behind sensors has not changed a great deal over the last few decades. 

The trend instead has been towards miniaturisation, addition of more advanced electronics and 

module integration. For IoT they are literally the eyes, ears (and much more besides). The 

worldwide sensor market forecast for 2022 is US$241 bil of annual sales, primarily driven by 

IoT. 

 

Pressure sensors - market estimated at $ 0.66 billion by 2022, is not far behind. With a growth 

of 8.66% from 2017-2022, piezoresistive and capacitive sensors dominate the pressure sensor 

market. These sensors are extensively used in automotive, medical, petrochemical and oil & 

gas industries.  

Medical sensors - market is showcasing a similar growth of 8.5% from 2016 to 2022, to 

reach$ 15.01 billion by 2022. This growth is being spurred by the rise of smart healthcare and 

wearable devices.  

Figure 3-3 Core sensor technologies 

 

(i-SCOOP, 2018) 
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Environmental gas sensors - market was worth $361 million in 2017, being restricted to 

industrial leak detection and household carbon monoxide alarms. With growing efforts to 

restrict air pollution, this market is estimated to reach $2.4 billion in 2022 and $3 billion in 

2027.  

Power industry - fuelled by the need to modernize existing power generation plants and to 

meet efficiency targets of soaring energy demands, the market is forecasted to increase from 

$3.82 billion in 2016 to $7.37 billion in 2022. The report also claims that Asia-Pacific will be the 

leading contender for the power sensors industry worldwide.  

Sensor hubs – microcontroller module for data processing in devices, have escalated 

significantly in the past few years, because of increased use of low-power sensor processing 

tasks, and to tackle the limitation of battery technology. The sensor hubs market will rise from 

$1.0 billion in 2015 to $2 billion in 2018. The proliferation of sensor hubs such as those 

incorporated in Apple, Samsung and Motorola smartphones, will push the ecosystem to invest 

more in the segment. (Chowdhury, 2017) 

The most common forms of sensors modules used in IoT include: - 

Temperature sensors - Thermocouples, Resistor temperature detectors, thermistors, linear IC, 

infrared 

Proximity sensors - Inductive sensors, inductive proximity sensors, capacitive sensors, 

photelectric sensors, ultrasonic sensors 

Pressure sensors – a market of 18 bill unites/year - Microelectromechanical systems (MEMS); 

capacitive, magnetic, optical, piezoelectrical, piezoresistive, potentiometric/resistive, resonant 

frequency 

Water quality sensors - Free chlorine, monochloramine, organic carbon, turbidity, pH, oxygen 

Chemical Sensor - chemical field-effect t transistor, Chemiresistor, Electromechanical gas 

senor, fluorescent chloride sensors, nondispersive infrared sensor, pH glass electrode, 

potentiometric sensor, zinc oxide nanorod 

Gas sensor - Carbon dioxide, carbon monoxide, catalytic bead, nitrogen oxide, oxygen, ozone, 

electromechanical gas sensor, hygrometer 
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Smoke sensors - Optical (photoelectric), ionization 
 
IR sensors - Infrared radiation, infrared emission. Applications include blood flow, blood 

pressure, breath analysis, home appliance control and are a common component in wearable 

devices. 

Level sensors - IR sensors, piezo electric, MEMS, point and continuous level sensing 

Image sensors - CCD (charge coupled devices) and CMOS (complementary metal-oxide 

semiconductor) imagers. The technology is advancing, driven by self-drive and smart phone 

revolutions, with dual cameras including laser-assist, lossless phase detection autofocuses 

camera systems leading the way. IoT has many applications for image systems including retail 

(face detection), traffic (licence plate recognition), marketing and security. 

Motion detection sensors - Passive Infrared (PIR), Ultrasonic, Microwave; Accelerometers – a 

transducer which measures the physical or measurable acceleration experienced by an object 

due to inertial forces. One of the most commonly used sensors – all modern transport systems 

of every kind, smart phones, wearable technologies, smart machines, robotics. 

Gyroscope sensors - measure rate of angular velocity (speed of rotation about an axis). Widely 

used in consumer electronics, automotive, aerospace, robotics etc., rotary, vibrating, optical, 

MEMS gyroscopes 

Humidity sensors - Capacitive RH (relative humidity), resistive, thermal conductivity 

Optical sensors – used in healthcare, environmental monitoring, energy, aerospace etc. 

Photodetector, phototransistor, fibre optics, pyrometer 

Power utilities 

The way we are using energy is changing. Customers are becoming increasingly aware of 

environmental concerns and want to reduce their energy use and save money. At the same 

time, energy providers are seeing the importance of increasing customer engagement. 

Furthermore, detailed usage data is becoming more available through the rollout of smart 

meters. 

With distributed energy resources (DER) growing and the electric vehicle market expanding, 

electricity use is expected to increase. Using more electricity generated from renewable 
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resources is a main goal of de-carbonisation of the modern economy. The European 

Commission Energy Roadmap 2050 forecasts up to 39% of power will come from electricity by 

2050, but with the ever-increasing attention focussed on global warming, even this figure may 

prove to be an underestimate. 

INDUSTRY SEGMENT BREAKDOWN: - 

• Smart meters 
• Renewable distributed resources 
• Customer services 

 
Renewable distributed resources 

Making use of the opportunity of renewable distributed energy resources such as solar and 

wind. Main challenges and opportunities include: 

• Trading platforms 
• Smart grid 

 
The use of distributed renewable resources is growing. Navigant expects that that the global 

market for DERS will create up to US$ 1.3 Billion in revenue opportunities by 2030. Therefore, 

they are poised to disrupt the energy market significantly. Many utilities see DERs as having 

the potential to cause significant changes in business models in the future. 

Grid edge technologies are a promising commodity and, properly managed, could change the 

way energy is consumed. Integrating DERs successfully into the grid through smart grid 

technology and increased demand response are necessary to fully utilise their potential. Using 

digital platforms to achieve this has also been shown to be a very promising approach. 

Customer services 

Helping to reduce customer’s energy consumption and costs through power management and 

smart utilities switching. Main challenges and opportunities include: 

• Sensors 
• Utility switching platforms 

 
Reducing energy bills is always of interest to consumers. It can be achieved by using more 

energy efficient technology, managing energy use more efficiently and by switching energy 
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suppliers where possible. However, these things might require much effort and are potentially 

complicated. Making these processes simpler for the customer is one way to address this. 

Using smart home energy monitoring systems giving detailed information about power 

consumption of different devices is one solution gaining attention in the market. 

Smart grid applications 

Smart hardware for controlling the flow of electricity within the network are becoming 

increasingly important, especially if they can be retrofitted. Such smart technologies can also 

be directly used to control the output from renewable resources such as solar and wind if 

there is a drop or rise in demand. These can become more powerful tools if combined with 

energy storage.  

Smart meters 

Smart meters can report energy use to utilities hourly for billing and monitoring, using fixed 
wire communications or Wi-Fi. Main challenges and opportunities include: 

• Effective use of consumer data 
• Customer engagement 
• Enabling easier smart meter integration 

 
The data can be used by utilities for better power management and by consumers for reducing 

their energy use or energy costs by altering their pattern of use. 

Smart meters are being installed in households all over the world, with many countries 

introducing legislation to encourage the rollout of these devices. The UK government, for 

example, aims for all households to be offered the option of having a smart meter installed by 

2020. These would replace the standard meters and theoretically remove the necessity for 

estimated meter readings. To realise their potential for the end-consumer, the smart-meters 

should be combined with in-house monitors displaying energy use and user-friendly platforms 

that successfully engage, inform, and motivate people. Making it easier to integrate smart 

meters into the grid should be a priority to future proof the technology. 

Smart industry 

Also known as IIoT (Industrial Internet of Things), Industry 4.0 and Smart Manufacturing. The 

worlds factories account for 40% of the world’s energy consumption. Flexibility in 
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manufacturing and efficiencies can be gained from connecting factories to the cloud, enabling 

optimum planning, maintenance and utilisation. 

 

In many ways, the technologies used in smart industries are no different to those used in any 

other IoT applications, although the devices are ruggedized for harsh environments and 

adapted for machine builders and factory technicians. 

 

Figure 3-4 The development of the factory 

 

(KPMG, 2016) 
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Smart city 

McKinsey published a report in June 2018 based on a snapshot of 50 smart cities around the 

world to identify key themes. Findings on the impact of “smart” on a city included: - 

• s 
 

McKinsey also categorised “smartness” of a smart city into three layers of tech base 

(networks, devices and sensors), smart applications and data analysis and adoption and usage. 

(McKinsey & Company, 2018) 

As the idea of the “smart city” becomes normalised, with concepts of connected infrastructure 

and smarter things, attention is turning towards the future of the smart city (smart city 2.0), 

engaging governments, citizens, visitors and businesses in an intelligent, connected 

ecosystem,  with emphasis on better city services and higher quality of life by enhancing 

citizens’ experience and city decision-making using the 3D’s – data, digital and (user) design. 

(Deloitte, 2018).The implications of Smart City 2.0 are for an evolution of the use of the 

technology base layer (the focus for ESDM and early IT/ITeS) into more sophisticated data 

 

Figure 3-5 Examples of Industry 4.0 electronic modules 
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analytics, putting more information and control into the hands of the user. The goal is to 

improve the quality of life through being able to tap into a collective intelligence created 

through the smart city networks and sensors. Deloitte also go on to produce data from the 

United Nations, forecasting a steady and dramatic growth in urbanisation, indicators of the 

future global development of smart city technologies and marketplace. 

Figure 3-6 The three layers of "smart" 
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Figure 3-7 Urban and rural populations of the world, 1950-2050 (in thousands) 

 

(United Nations Department of Economic and Soical Affairs, 2014 revision) cited in (Deloitte, 2018) 

 

 

Figure 3-8  Key Parameters defining a smart city by 2025 

 

(Frost & Sullivan, 2015) 
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Probably one of the most common examples of smart city devices, and one which combines 

elements of IoT, solar power, battery power storage, networking, machine learning, big data 

analytics can be seen in the evolution of the humble traffic signal into AI systems based on 

“swarming” effects. Tests are currently being conducted in the UK city of Manchester by The 

University of Huddersfield. 

 

 

Conclusion  

IoT represents the next wave of exponential growth in hardware ESDM and supporting 

software. In many ways, it is more of an evolution of existing products by existing 

manufacturers using existing facilities rather than a disruptive industry game changer. The 

challenge for most countries is to attract existing manufacturers away from their traditional 

ESDM base of China.  

Figure 3-9 Example of solar powered smart traffic signal 

 

 (Noble Opto, 2018) 
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